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THE QUESTION - IS IT ADVISABLE OR PREFERENTIAL TO 
USE KEYCHAIN ACCESS OR ICLOUD KEYCHAIN INSTEAD OF 
A 3RD PARTY PASSWORD MANAGER SUCH AS LASTPASS OR 
1PASSWORD?  
Keychain Access and iCloud Keychain remember things so that you don't have to. 
They auto-fill your information—such as Safari usernames and passwords, credit 
cards, Wi-Fi passwords, and social log-ins—on any device that you approve.  
Keychain Access is a macOS app that stores on your Mac your passwords and 
other secure information. Keychain files are located on Mac in Library/Keychain. 
Probably if you only have a Mac and not other Apple devices. I think. 
iCloud Keychain keeps your passwords and other secure information in Apple’s 
iCloud and updates it across your devices. It’s the same as Keychain Access, but 
across all devices.

Keychains



Keychain
When you access a website, email account, network server, or other password-
protected item, you may be given the option to remember or save the password. 
If you choose to save the password, it’s saved in your keychain so you don’t 
have to remember or type your password every time. 
Because Keychain’s securely store and retrieve your user names, passwords, 
and other information, you can make individual passwords more complex and 
difficult to break. This can make your individual accounts more secure. 
You can store any type of sensitive information in Secure Notes. 
You can also use Keychain to manage certificates, which are issued by trusted 
organizations to validate websites, digital documents, and other web-based 
materials. 
WHY NOT USE SUGGESTED PASSWORDS? (I never have.)



Keychain Access

Keychain Access works in collaboration with iCloud keychain, which lets you 
share keychains with your other devices. To create and manage your iCloud 
keychain, sign in to iCloud with your Apple ID.



iCloud Keychain
How to turn on iCloud Keychain on your Mac 
1. Launch System Preferences, then choose iCloud. 
2. Tap the checkbox next to Keychain on the right. 
3. Enter your Apple ID password. 
4. Enter a 6-digit code that can be used to set up iCloud Keychain on another device.  
5. Re-enter the security code. 
6. Enter a mobile number that can receive text messages. 

Turn on iCloud Keychain on your iPhone, iPad, or iPod touch 
1.  Tap Settings, tap [your name], then choose iCloud. 
2.  Tap Keychain. 
3.  Slide to turn on iCloud Keychain. You might be asked for  
     your passcode or Apple ID password. 



iCloud Keychain
Turn on iCloud Keychain on your Mac 
1.  Choose Apple menu  > System Preferences.  
2.  In macOS Catalina, tap Apple ID, then tap iCloud in the sidebar. 
     In macOS Mojave or earlier, tap iCloud. 
3.  Select Keychain.* 
4.  If you choose to "Approve Later" when signing into your Apple ID, you need 
to approve with an old passcode or from another device when prompted. If you 
are unable to approve, reset your end-to-end encrypted data when prompted.  

*On your iPhone, iPad, or iPod touch with iOS 
13, or on your Mac with macOS Catalina, two-
factor authentication is required to turn on 
iCloud Keychain. If you haven't set it up yet, 
you are  prompted to update to two-factor 
authentication.



iCloud Keychain
How to enable iCloud Keychain in Safari 
iCloud Keychain can generate passwords when you're creating online accounts 
in Safari, but you need to enable it in the Safari app. 
1.  Launch Safari and tap Safari on the top left of your screen. 
2.  Tap Preferences. 
3. Tap AutoFill & tap the checkboxes next to the categories you'd like autofilled. 
How to auto-generate passwords using iCloud Keychain 
1. Launch Safari & go to the website where you want to create an online account. 
3.  Tap the password field and tap the suggested password that pops up. 
4. If the suggested password does not pop up immediately, tap the key icon to 
open up a contextual menu. 
5. Tap Suggest New Password to have Safari randomly generate a new, secure 
password for you.



iCloud Keychain
How to find saved passwords on your iPhone, iPad, or iPod touch 
1.  Tap Settings, then select Passwords & Accounts.  
2.  Tap Website & App Passwords or App. 
3.  Use FaceID or Touch ID when prompted. 
4.  To see a password, tap a website. 
You can also manually add or remove passwords from iCloud Keychain. To manually add 
a password, tap the add button, then enter the website and password information. To 
delete a password, tap Edit. Then select a website and tap Delete. 
How to find saved passwords on your Mac 
1.  Open Safari. From the Safari menu, choose Preferences, then click Passwords. 
2.  Enter your user account password. 
3.  To see a password, select a website.  
You can also add or remove passwords from iCloud Keychain. To change a password, 
select a website, click Details, change the password, then click Done.



iCloud Keychain
Miscellaneous 
iCloud protects your information with end-to-end encryption, which provides 
the highest level of data security. Your data is protected with a key that's made 
from information unique to your device, and combined with your device 
passcode, which only you know. No one else can access or read this data, 
either in transit or storage.  Learn more. 

https://support.apple.com/en-us/HT202303


iCloud Keychain v. Competition
Keychain lets you avoid paid subscription services; both 1Password and 
LastPass charge upwards of $35 for annual access to more security-focused 
features like 2FA support.  
For those who just like deeper integration with Apple services, seeing a more 
robust iCloud Keychain is a step in the right direction. In fact, Keychain is so 
seamlessly integrated into macOS that you may have saved some login 
credentials there without realizing it. 
But how safe is Keychain? There was a security flaw in keychain discovered in 
2019 which Apple quickly corrected. Mac researchers emphasize that Keychain 
attacks are fairly common—and are therefore a crucial area for Apple to 
continue to improve. 
iCloud Keychain uses device-based encryption which prevents Apple from 
being able to (or being compelled to) decrypt your passwords.  
iCloud Keychain has no mechanism of sharing with other people



iCloud Keychain v. Competition
Glen Fleishman (2016):  bit.ly/2HTowTu. 
If you’re almost entirely using passwords only on websites, only using iOS and 
OS X, and don’t mind memorizing and typing in passwords demanded by 
Apple for its services, Keychain with iCloud Keychain fits the bill. If not all 
those conditions match, a password-management system is worth the 
investment. 

https://bit.ly/2HTowTu


Export Passwords to Keychain
A BIG PROBLEM!!!! 
1. You can export your LastPass Vault data (including passwords, secure notes, 

form fills, Wi-Fi passwords, etc.) as a CSV or XML file. Account Options OR < 
your username > at the bottom of the menu, then go to Advanced > Export > 
LastPass CSV File. Then what? 

2.  Go to the Keychain Access app on your Mac. Under File, click import. 
3.  CSV - Firefox 56 - Import - Safari - Import. January 2018. bit.ly/3kte5TR. 
4. Open LastPass, delete old or unused passwords, export CSV to Excel, copy 

rest to Keychain. 
5.  ??????? 
IT DOESN’T LOOK EASY - AT LEAST UNTIL THE DISCUSSION!! 

https://bit.ly/3kte5TR


Tentative Conclusions
I’m pretty sure that that it makes sense to use iCloud Keychain as your 
password manager instead of a third-party application such as LastPass and 
1Password. 
       Keychain ties into the Apple systems. 
       Keychain is free. 
       Some of us I’ve have  been dissatisfied with LastPass and 1Password. 

Although I’m not 100% sure about Keychain security, I trust the Apple 
security systems more than third-party systems. 

I think they’re transferring passwords from LastPass to Keychain probably will 
be a bit complicated or time-consuming (or both), but worth the effort. (I noticed 
that many of my passwords haven’t been used for years.) 
What are your thoughts?


